
	

Practical Cybersecurity Tips 
 
 
1. Lock down your router 
Your wireless router is the first line of defense for your home and office network. Change the 
basic settings, including administrator login and password. Change the name of your wireless 
network so your devices don’t always accept connections to similarly named networks and you 
do not give hackers more of a clue to your router model. Turn off remote administration and 
make sure your router firmware is up to date. Turn on WPA2 encryption (not WEP). 
 
2. Use effective antivirus software 
Download next-generation anti-malware software from trusted sources, and regularly update it 
so your device is protected from new malware.  
 
3. Regularly check and update security settings 
You should regularly update your PC software, operating system and router firmware. Make 
sure you clean up app permissions on mobile devices. If you haven’t used an app for more 
than six months, but it still has permission to collect information about your location, friends or 
contact details, delete it, or restrict its permissions. Don’t forget to check the list of apps tied to 
your social channels. 
 
4. Back up 
Back up everything on a regular basis to offline storage. There are options available that once 
it’s set up, your data will back up automatically and you won’t have to worry about it until you 
need it. 
 
5. Turn off geolocation on your smartphone 
Geolocation is very useful when you need to get to an unknown place or if you want to exactly 
remember where that picture was taken. But it also exposes your location to almost every app 
that asks for it. Pay attention to the apps that ask to track your geo-position.  
 
6. Encrypt the traffic your device sends and receives 
Your sensitive information, like passwords, bank info, tax returns, business confidential 
information should not be sent out, even to your closest friend, without encryption.  
 
  



	

7. Use more secure lock codes on your devices 
The default four-digit PIN for your smartphone is not very secure. The longer it is, the better. 
Navigate to the settings and choose a longer thus a more secure password. Do not use the 
same passcodes for your laptop, tablet and iPhone. If you can’t keep all them in mind, use a 
password manager. 
 
8. Privacy & Security – Children and connected family 
Educate your children on cybersecurity and the importance of privacy. Monitor your children’s 
social media behaviors and privacy settings. Most apps they download automatically allow for 
open visibility online. Ensure that you review the privacy policy and app settings and select the 
appropriate level of security.  
 
9. Don’t connect to Wi-Fi automatically 
You need to worry about security when using public Wi-Fi hotspots. Change the default setting 
on your devices so you have to manually select the Wi-Fi network you’re connecting to.Turn off 
your device’s Wi-Fi capabilities when you’re not using it.  
 
10. Vary passwords for online accounts 
Passwords should not be repeated – don’t be lazy! Hackers rely on us to use the same 
passwords for all our accounts. If they capture your credentials from one of those accounts, 
essentially, they can access all of them with that same password. There are many tools to assist 
you in managing your passwords so you don’t have to remember which one goes with which 
account. Save yourself some misery, don’t use the same password for all your accounts. 
 
11. Beware of social engineering 
The moment you receive a suspicious message from a Facebook friend, asking to click the link 
or to send them your password or remind them of your birthdate, beware. His account might 
have been hacked and used for malicious purposes. Before providing any sensitive information, 
contact your friend through another channel and check the legitimacy of the message. You 
might be surprised, but even security experts can be fooled or hacked, so awareness is key. 
 
12. Be careful when shopping online 
Retailers collect a significant amount of data about you. Think twice before giving out your real 
phone number and remember to use different logins and passwords for different sites. 
If you are not ok with receiving cold calls and text messages, don’t share your real 
number. Also, consider using a separate email account for any interactions with retailers to 
help manage the mail they will send you later.  
 


